SULMARKET

GROUP office@bulmarket.bg, www.bulmarket.bg[l

}.\ 100 Tutrakan Blvd., P.0. Box 405, Ruse 7000, BULGARIA [
% tel.: +359 82 817 400; 817 401, fax: +359 82 844 862 [1

POLICY

FOR PERSONAL DATA PROTECTION

In their capacity of personal data administrator BULMARKET GROUP JSC
have the obligation to inform you what to expect at processing your
personal information.

Transparency at the processing of information
I. Declaration on the personal data protection policy

1. By this document, the management of BULMARKET GROUP
JSC ensures compliance with the legislation of the EU and the Member
States regarding the processing of personal data and the protection of
the “rights and freedoms” of individuals, whose personal data
BULMARKET GROUP JSC collects and processes according to the
General Data Protection Regulation (Regulation (EU) 2016/679).

2. In accordance with the General Regulation at this policy, other

relevant documents and related processes and procedures are
described.

3. Regulation (EU) 2016/679 and this Policy applies to all
processes of personal data processing, including those that are carried
out regarding the personal data of customers, employees, suppliers and
partners and any other personal data that the organization processes
from different sources.

4. This policy applies to all customers, external suppliers, third
interested parties, as well as to employees of the company. Any breach
of the General Regulation will be considered a breach of labour
discipline and, in the case that there is an assumption of a crime
committed the matter will be submitted for consideration to the
relevant state authorities as soon as possible.

5. Partners and third parties who work with or for
BULMARKET GROUP JSC as well as which have or may have access to
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personal data, will be expected to become familiar with, and to
implement this policy. No third party may have access to personal data
kept by BULMARKET GROUP JSC without having entered into a data
confidentiality agreement in advance, which imposes on the third party
obligations no less onerous than those assumed by the Company, and
which entitles the Company to carry out checks on compliance with the
obligations imposed by the Agreement.

II. Obligations and roles under Regulation (EU) 2016/679

1. BULMARKET GROUP JSC is data administrator under Regulation
(EU) 2016/679 regarding the protection of individuals regarding the
personal data processing and regarding the free movement of such
data.

2. The management of BULMARKET JSC is responsible for developing
and promoting good practices in the field of information processing in
the company.

3. Compliance with data protection legislation is the responsibility of
all employees of the administrator who processes personal data.

4. The training policy of BULMARKET GROUP JSC according the
Rules for establishment and activity of Professional Training Center
“BULMARKET ACADEMY” defines the specific training and
information requirements in relation to the specific roles of
employees/workers of the company.

III. Data protection principles

The processing of personal data shall be carried out in accordance with
the data protection principles referred in Article 5 of Regulation (EU)
2016/679. The policies and procedures of BULMARKET GROUP JSC
have the purpose to ensure compliance with these principles.

1. Personal data must be processed legally, in good faith and
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transparently

Legally - to identify a legal basis before being able to process personal
data. They are often referred to as "grounds for processing", such as
"consent" or necessity for implementation of agreement by which the
data subject is party.

In good faith - in order the processing to be in good faith, the data
administrator must provide certain information to the data subjects as
far as this is practically possible. This applies regardless of whether the
personal data is obtained directly from data subjects or from other
sources.

Regulation (EU) 2016/679 increases the requirements on what
information should be available to data subjects, which is covered by
the requirement of "transparency".

Transparency - the General Regulation includes rules on the provision
of confidential information to data subjects in Articles 12, 13 and 14 of
the General Data Protection Regulation. They are detailed and specific,
focusing on the fact that protection notices are understandable and
accessible. The information shall be communicated to the data subject
in an intelligible form using clear and understandable language.
According to the requirements of the General Data Protection
Regulation, BULMARKET GROUP JSC provides data subjects with the
legally required information in the form of a Notification for
confidential treatment of personal data (Declaration on
Confidentiality), as well as a Notice on the terms and conditions of use
of cookies available through the company’s electronic pages.

The specific information that the company provides to the data subject
shall include at least: data that identify the administrator and the
contact details of the administrator and the contacts of the responsible
data protection officer; the purposes of the processing for which the
personal data are intended, as well as the legal basis for the processing;
the period for which the personal data will be kept; the existence of the
following rights - to request access to the data, rectification, erasure
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(right “to be forgotten”), restriction of processing, as well as the right to
object to the conditions (or lack thereof) in connection with the exercise
of these rights; the categories of personal data; the recipients or
categories of recipients of personal data, where applicable; where
applicable, whether the administrator intends to transfer the personal
data to a recipient in a third country and the level of data protection;
any additional information necessary to ensure fair processing.

2. Personal data may only be collected for specified, explicit and
legitimate purposes

The data obtained for specific purposes are not used for purposes that
differ from those officially announced as part of the Register of data

processing activities of BULMARKET GROUP JSC. The procedure for
transparency in the personal data processing sets out the relevant rules.

3. The personal data must be adequate, relevant, limited to what
is necessary for their processing for the respective purpose.
(minimum requirement principle)

« The persons responsible for personal data protection shall ensure

BULMARKET GROUP JSC not to collect information that is not strictly

necessary for the purpose for which it was obtained.

« All data collection forms (electronic or paper-based), including
data collection requirements in new information systems, shall
include a declaration of fair processing or a link to a Declaration
on Confidentiality (Notification on confidential personal data
treatment).

« The Data Protection Officers shall ensure that at least once a year
all data collection methods are reviewed by internal audit or
external experts to ensure that the data collected remain
adequate, relevant, not excessive, under a Procedure on
Assessment of Impact on Data Protection, and the methodology
used for impact assessment is adequate.

4. The personal data must be accurate and updated at all times,
and necessary efforts must be made to allow deletion or
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correction without delay (within the scope of possible technical
solutions).

« The data stored by the data administrator have been reviewed
and updated as necessary. No data shall be kept in cases where it
is likely that they are not accurate.

« Data protection officers shall ensure that all personnel are trained
in the importance of collecting and maintaining accurate data

« It is also the duty of the data subject to declare that the data
submitted for storage by BULMARKET GROUP JSC are accurate
and up-to-date. Filling in a form from the data subject intended
for the administrator will include a statement that the data
contained therein are accurate at the date of submission.

« Employees, clients and all others are required to notify
BULMARKET GROUP JSC of any changes in circumstances in
order to update the records of personal data. It is the Company’s
responsibility to ensure that any notice regarding the change of
circumstances is recorded and adequate action is taken.

« The Data Protection Officers shall ensure that appropriate
procedures and policies are in place to maintain the accuracy and
timeliness of the personal data, taking into account the volume of
the data collected, the speed at which it may change and other
relevant factors.

« At least on an annual basis, the Management of the Company
reviews the storage periods of all personal data processed by
BULMARKET GROUP JSC, referring to the data inventory and
identifying all data that is no longer required in the context of the
registered purpose. Such data shall be duly destroyed in
accordance with the procedures and rules of the administrator.

« The Data Protection Officers are responsible for compliance with
data correction requests within one month (Procedure for
managing requests from subjects). This period may be extended
by two more months for complex requests. If the Company
decides not to comply with the request, it responds to the data
subject to explain its reasons and to inform him of his right to
lodge a complaint at the supervisory authority and to seek legal
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defence.

5. The personal data must be kept in such a form that the data
subject to be identified only for as long as necessary for the
processing.

« Where personal data are retained after the date of processing,
they are stored in an appropriate manner (minimized) to protect
the identity of the data subject in the event of a data breach.

« Personal data shall be kept in accordance with a Procedure for the
storage and destruction of the data and after their storage period
has passed, they shall be duly destroyed under the instructions in
this procedure.

« The persons responsible for data protection shall specifically
approve any data retention that exceeds the retention period
defined in a Data retention and destruction procedure and ensure
that the justification is clearly defined and complies with the
requirements of data protection legislation. Such approval shall
be in writing.

6. Personal data must be processed in a way that ensures
appropriate security

The management of BULMARKET GROUP JSC shall carry out an
impact assessment (risk assessment), taking into account all the
circumstances related to the operations of management or
processing of data by the administrator.

In determining how appropriate the processing is, the Management
examines the extent of possible damage or loss that may be caused to
individuals (staff, customers, etc.) if a security breach occurs, as well as
any likely harm to the reputation of the administrator, including any
possible loss of customer confidence.

When assessing appropriate technical measures, the Data Protection
Officers shall consider the following: Password protection; Automatic
locking of idle workstations on the network; Antivirus software and
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firewalls; Role-based access rights; Protection of devices leaving the
premises of the organization, such as laptops or others; Security of local
and wide-area networks; Protection enhancing technologies such as
pseudonymisation and anonymization; Identification of appropriate
international security standards suitable for the administrator.

When assessing appropriate organizational measures, the Management
shall take into account the following: the Levels of appropriate training
in the Company; the Measures that take into account the reliability of
employees (appraisal assessments, recommendations, etc.); the
Inclusion of data protection in employment contracts; Identification of
disciplinary measures for data processing violations; Regular staff
check for compliance with relevant security standards; Control of
physical access to electronic and paper-based records; adoption of a
“clean workplace” policy; Storing database on paper in lockable wall
cabinets; Restriction of the use of portable electronic devices outside the
workplace; Limiting the use by the employees of personal devices at the
workplace; Adopting clear rules for creation and use of passwords;
Regular making of backups of personal data and physical storage of
media with copies outside the office; Imposition of contractual
obligations on contracting organizations to taking appropriate security
measures when transferring data outside the EU.

These controls are selected based on the identified risks to personal
data, as well as the potential for harm to the persons whose data are
processed.

7. Observing the principle of accountability

Regulation (EU) 2016/679 includes provisions that promote
accountability and governance and complement transparency
requirements. The principle of accountability in Art. 5, par. 2 requires
the administrator to demonstrate compliance with the other principles
in the General Data Protection Regulation and expressly states that it is
its responsibility.

BULMARKET GROUP ]JSC evidences compliance with data protection
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principles by implementing data protection policies, by joining codes of
conduct, by implementing appropriate technical and organizational
measures, and by adopting data protection techniques at the default
design and data protection stage, assessment of the impact on the
personal data protection, notification procedure for personal data
breach, etc.

IV. Rights of data subjects

1. Data subjects shall have the following rights regarding the data
processing, as well as the data that are recorded for them:

« Torequest confirmation as to whether personal data relating to it
is being processed and, if so, to access the data, as well as
information on whom the recipients of that data are.

« Torequest a copy of your personal data from the administrator;

« To request from the administrator rectification of personal data
when they are inaccurate, as well as when they are no longer up
to date;

« Torequest the administrator to delete personal data (right
"to be forgotten");

« Torequest the administrator to restrict the processing of personal
data, in which case the data will only be stored, but not processed.

« To object to the processing of his personal data;

« To object to the processing of personal data concerning him or her
for direct marketing purposes.

« To complain to a supervisory authority if it considers that any of
the provisions of the GDPR (General Data Protection Regulation)
have been infringed;

« To request and to be provided with the personal data in a
structured, commonly used and machine-readable format;

« To withdraw consent to the processing of personal data at any
time with a separate request addressed to the administrator;

« Not be subject to automated decisions affecting it to a significant
extent without the possibility of human intervention;

« To oppose automated profiling, which happens without his
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consent;

2. BULMARKET GROUP JSC provides conditions to ensure the
exercise of these rights by the data subject:

« Data subjects may make requests for access to data as described
in the Procedure for the management of requests from entities;
This procedure also describes how BULMARKET JSC will ensure
that the response to the request of the data subject meets the
requirements of the General Regulation.

« Data subjects have the right to lodge complaints with
BULMARKET GROUP JSC relevant to processing of their
personal data, processing of a request from the data subject and
appeal by the data subject on how complaints are handled in
accordance with a Procedure on Communication Manner at
complaints and requests from the data subject.

V. Consent

1. Under “Consent”, BULMARKET GROUP JSC shall understand
any freely given, specific, informed and unambiguous indication
of the data subject’s will by which he or she, by a statement or by
a clear affirmative action, signifies agreement to the processing of
personal data relating to him or her. The data subject may
withdraw his or her consent at any time.

2. BULMARKET GROUP JSC shall mean by “consent” only the
cases in which the data subject has been fully informed about the
planned processing and has expressed his consent without
pressure being exerted on him. Consent obtained under pressure
or on the basis of misleading information will not be a valid basis
for processing personal data.

3. Consent cannot be inferred from the lack of a reply to a message
to the data subject. In order to have consent, there should be
active communication between the administrator and the subject.

4. For special data categories, explicit written consent must be
obtained under a Procedure for obtaining consent for the
processing of personal data of data subjects, unless there is an
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alternative legal basis for processing.

5. When BULMARKET GROUP JSC processes personal data of
children, they shall obtain the permission from the persons
exercising the parental rights (parents, guardians, etc. n.). This
requirement applies to children under the age of 18 years.

VI. Data security

1. All employees are responsible for ensuring the security of the
data storage for which they are responsible and for which
BULMARKET GROUP JSC is responsible, as well as for the fact
that the data are kept securely and are not disclosed under any
circumstances to third parties, unless BULMARKET GROUP JSC
have not granted such rights to this third party by having
concluded a contract/confidentiality clause.

2. All personal data is accessible only to those who need it, and
access is provided only in accordance with the established access
control rules. All personal data shall be treated in the most secure
manner and shall be duly kept as follows: in a private room with
controlled access; and/or in a locked cabinet or in a filing cabinet;
and/or, if computerized, password protected in accordance with
the internal requirements set out in the organizational and
technical measures to control access to information; and/or kept
on portable computer media that are protected in accordance
with organizational and technical measures to control access to
information.

3. All employees are trained to comply with organizational and
technical access measures, as well as the rules for locking
workstations before they have been given access to information
of any kind.

4. Records on paper shall not be left where they can be accessed by
unauthorized persons and may not be removed from designated
office premises without express permission. As soon as the paper
documents are no longer necessary for the ongoing customer
support work, they are kept for the specified period and
destroyed in a timely manner in accordance with the established
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procedure/rules and relevant protocol.

5. Personal data shall be erased or destroyed only in accordance
with a Procedure for storing and destroying the data. Paper
records that have reached the storage date shall be cut and
destroyed as ‘confidential waste’. Data on hard discs on
redundant personal computers are deleted or disks are destroyed
according to the established rules/procedures.

6. The processing of personal data “out of the office” represents a
potentially greater risk of loss, theft or violation of personal data.
The staff is specifically authorized to process the data outside the
administrator’s premises.

VII. Disclosure of data

1. BULMARKET GROUP ]JSC provides conditions under which
personal data are not disclosed to unauthorized third parties,
which include family members, friends, state authorities, even
investigative ones, if there is reasonable doubt that they are not
required by the statutory procedures. Staff shall be provided with
special training and periodic instructions in order to avoid the
risk of such breach.

2. The Company requires that all requests from third parties for the
provision of data be supported by appropriate documentation
and all such data disclosures are specifically authorized by the
data protection officers.

VIII. Storage and destruction of data

1. BULMARKET GROUP JSC shall not keep personal data in a form
that allows the identification of the subjects for a longer period
than is necessary in relation to the purposes for which the data
have been collected.

2. BULMARKET GROUP JSC may keep data for longer periods only
if the personal data are processed for archiving purposes, for
public interest, scientific or historical research purposes and for
statistical purposes, and only in the implementation of
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appropriate technical and organizational measures to ensure the
rights and freedoms of the data subject.

3. The storage period for each category of personal data is specified
in a Procedure for keeping and destroying the data as well as the
criteria used to determine this period, including any legal
obligations.

4. The procedure for keeping and destroying the data, as well as the
rules for destroying the information on unused recording media,
shall apply in all cases.

5. Personal data shall be destroyed securely by applying
appropriate technical or organizational measures (“integrity and
confidentiality”).

IX. Data transfer

Any data export from within the EU to non-EU countries (referred to in
the General Regulation as "third countries") is illegal unless there is an
appropriate "level of protection of the fundamental rights of data
subjects.

The transfer of personal data outside the EU is prohibited unless one or
more of the above guarantees or exceptions apply:

1. Adequacy decision

The European Commission may assess third countries, territory and/or
specific sectors in third countries to assess whether there is an
appropriate level of protection for the rights and freedoms of
individuals. In these cases no permission is required. The countries that
are members of the European Economic Area (EEA) but not the EU are
considered eligible for an adequacy decision.

2. Binding corporate rules

BULMARKET GROUP ]JSC may adopt approved binding corporate
rules for the transfer of data outside the EU, where applicable. This
requires their submission for approval to the relevant supervisory
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authority.

3. Standard contractual clauses

The administrator may adopt approved standard contractual clauses
for data protection when transferring data outside the European
Economic Area. If BULMARKET GROUP ]JSC adopts standard
contractual clauses approved by the relevant supervisory authority,
there is automatic recognition of adequacy.

4. Exceptions

In the absence of an adequacy decision, binding corporate rules and/or
contractual clauses, the transfer of personal data to a third country or
an international organization shall take place only under one of the
following conditions: the data subject has expressly agreed to the
proposed transfer after being informed of the possible risks of such
transfers; the transfer is necessary for the performance of a contract
between the data subject and the administrator or for the
implementation of pre-contractual measures taken at the request of the
data subject; the transfer is necessary for the conclusion or performance
of a contract concluded in the interest of the data subject between the
administrator and another individual or legal person; the transfer is
necessary for important reasons of public interest; the transfer is
necessary for the establishment, exercise or defence of legal claims; the
transfer is necessary in order to protect the vital interests of the data
subject or of other persons where the data subject is physically or legally
incapable of giving his or her consent; the transfer is carried out by a
register, which, under EU or Member State law, is intended to provide
information to the public and is accessible for consultation by the public
in general or by any person who can demonstrate a legitimate interest
in doing so, but only to the extent that the conditions for consultation
are met, established by Union law or Member State law, are fulfilled in
the specific case.
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X. Inventory of data

1. BULMARKET GROUP JSC has created a process of data
inventory as part of their approach to dealing with risks and
opportunities in the process of compliance with the policy of
compliance with Regulation (EU) 2016/679. In the data inventory
in BULMARKET GROUP JSC and in the data workflow, the
following are established:

« the business processes that use personal data;

« the personal data sources;

« the number of data subjects;

« adescription of the categories of personal data and the elements
of each category;

» Pprocessing activities;

« the purposes of the processing for which the personal data
are intended;

« the legal basis for the processing;

« the recipients or categories of recipients of the personal data;

« the main storage systems and locations;

« any personal data subject to transfers outside the EU;

« storage and deletion periods.

2. BULMARKET GROUP JSC is aware of the risks associated with
the processing of certain types of personal data.

3. BULMARKET GROUP ]JSC assesses the level of risk for the
persons related to the processing of their personal data. Data
protection impact assessments are carried out regarding the
processing of personal data by BULMARKET GROUP JSC and
regarding the processing undertaken by other organizations on
behalf of BULMARKET GROUP JSC (Procedure on assessment of
impact on the data protection).

4. BULMARKET GROUP JSC manages all risks identified by the
impact assessment in order to reduce the likelihood of non-
compliance with these rules. Where a type of processing may
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result in a high risk to the rights and freedoms of individuals, in
particular by using new technologies and taking into account the
nature, scope, context and purposes of the processing before the
processing itself BULMARKET GROUP JSC shall also carry out
an assessment of the impact of the envisaged processing
operations on the personal data protection. A common impact
assessment may consider a set of similar processing operations
that represent similar high risks.

5. Where, as a result of the Impact assessment, it is clear that
BULMARKET GROUP JSC will begin to process personal data
which, due to a high risk, could cause harm to data subjects, the
decision whether the processing should continue or not will be
transmitted for review by the supervisory authority.

6. The management of BULMARKET GROUP JSC shall periodically
review the initial inventory data, review the entered information
in the Register of processing activities in the light of any changes
in the activities of BULMARKET GROUP JSC.

ADDITIONAL INFORMATION TO THE POLICY ON PERSONAL
DATA PROTECTION

1. General Personal Data Protection Regulation

Regulation (EU) 2016/679 (General Personal Data Protection
Regulation) replaces the Data Protection Directive 95/46/EC. It has a
direct effect and implies an amendment to the legislation of the member
states in the field of personal data protection. Its purpose is to protect
the “rights and freedoms” of individuals and to ensure that personal
data are not processed without their knowledge and, where possible,
that it is processed with their consent.

2. Scope outlined by the General Data Protection Regulation

Material scope- this Regulation applies to the processing of personal
data as a whole or partially by automatic means, as well as to the
processing by other means of personal data which are part of a register
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of personal data or which are intended to form part of a register of
personal data.

Territorial scope - the rules of the General Regulation will apply to all
data administrators established in the EU who process personal data of
individuals in the context of their activity. It will also apply to non-EU
controllers who process personal data for the purpose of offering goods

and services or if they monitor the conduct of data subjects residing in
the EU.

3. Terms

"Personal data" means any information relating to an identified
individual or an identifiable individual (the "data subject"); identifiable
individual is a person who can be identified, directly or indirectly, in
particular by an identifier such as name, identification number, location
data, online identifier or one or more attributes specific to the physical,
physiological, genetic, psychological, mental, economic, cultural or
social identity of that individual.

‘Special categories of personal data’” means personal data revealing
racial or ethnic origin, political opinions, religious or philosophical
beliefs, or Trade Union membership and the processing of genetic data,
biometric data for the unique identification of a natural person; data
relating to health or data concerning the sexual life of an individual or
sexual orientation.

“Processing” means any operation or set of operations which is
performed on personal data or on sets of personal data by automated
or other means such as collection, recording, organization, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making the data available,
arrangement or combining, limitation, erasure or destruction;

Administrator- any individual or legal entity, public authority, agency
or other structure which, alone or jointly with others, determines the
purposes and means of the processing of personal data. Where the
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purposes and means of such processing are determined by the
European Union law or any EU Member State law, the administrator or
the specific criteria for its nomination may be laid down in European
Union law or in any EU Member State law;

“Data subject” means any individual who is the subject of the personal
data kept by the Administrator.

,Data Subject Consent" - shall mean any freely given, specific,
informed and unambiguous indication of the data subject’s will by
which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her;

“Child” - the General Regulation defines a child as anyone under the
age of 16 years and under national law anyone under the age of 18 years.
The processing of personal data of a child is legal only if a parent,
guardian or trustee has given consent. The administrator shall make
reasonable efforts to verify in such cases that the holder of parental
responsibility for the child has given or authorized to give his or her
consent.

Contact with our personal data administrator in BULMARKET GROUP
JSC:

Telephone: +359 82817466

Email: gdpr@bulmarket.bg

Website: www.bulmarket.bg
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